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'Dr. Shiva Ayyadurai, Biography and Curriculum Vitae, https://vashiva.com/about-va-shiva-ayyadurai/
2Facts on the invention of email, https://www.inventorofemail.com/thefacts/
3The Man Who Invented Email, TIME, https://techland.time.com/201 1/1 1/15/the-man-who-invented-email/
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Dr. Shiva has appeared in The MIT Technology Review, TIME, The Wall Street Journal, New York Times, NBC News, USA Today and other major media. Dr. Shiva was named
Top 40 Under 40 in the Improper Bostonian. He continues his passion for entrepreneurialism as Managing Director of General Interactive to incubate, mentor and fund new
startups in various areas including healthcare, media, biotechnology, information technology, to name a few.
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A Publication of the Election Systems Integrity Institute
The Election Systems Integrity Institute (“ESII”) is dedicated to providing independent
research and infrastructure to support Election Systems Integrity. This publication

documents the work completed by EchoMail, Inc., which was commissioned by the
Arizona State Senate to perform the work in this study.
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Notes on Update

- This updated Extended Study advances on the previous version published on March 2, 2022

. Specifically, the updates in this version are as follows:

1)

2)

3)

A refinement of the pooled consensus measure is done based on every time an individual pairwise
signature is reviewed by either a set of FDEs or non-FDEs. This measure is the probability out of how
many times among a set of either FDEs or non-FDEs that the same pair of signatures associated with an
EVB is concluded to be a Match or a No Match. This obviates the need for average signature mismatch
rate and the previous pooled consensus. This refinement is applied to the calculation of the signature
mismatch rates in Experiment |, Experiment |l, and the Two-Step Review, across all 2,770 pairwise
signatures.

Application of additional constraints on which signatures from the Deeds repository are included
Relative to (2), these constraints include:

a)  Restrictions on middle initial comparison when acquiring signatures from the Deeds repository

b) Removal of all 290 signature mismatches that all reviewers classified as No Match

4) Based on (3), 391 were removed from the original data set of 2,770. This reduced the data set to 2,379,
which is used re-calculate Experiment I, Experiment Il, and the Two-Step Review in Analysis B.
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Executive Summary

« At minimum, 215,856 early voting mail ballots (EVBs) should have been cured in
Maricopa versus the ~25,000 cured by the County in the 2020 General Election.

Measures hl:iastn:?;:)h EVg: r':)dbe hg:::: :': g:::;:):l;: Dn:‘s::::‘\:’:d

Maricopa Post-Curing Post-Curing
',:,‘:;;Z?SEZ P_"E‘;Etdlmnse"s“s 28.50% 544,897 25,000 12533 c87
Zggfy':ﬂﬁfgf s 48.98% 936,840 25,000 21,547 587
,ﬁ':;;";s" ooled Consensus 22.27% 425,784 25,000 9,793 587
:::,;f; f"E;Etdl Consensus 18.02% 344,528 25,000 18,025 587
o :;"B'e_d;:'f"s“s 41.15% 786,754 25,000 7,924 587

2-Step Pooled Consensus

Analysis B

11.29%
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Executive Summary

« At minimum, 215,856 early voting mail ballots (EVBs) should have been cured in
Maricopa versus the ~25,000 cured by the County in the 2020 General Election.

« This updated Extended Study (“the Study”) along with the Pilot Study are the first to
calculate signature mismatch rates of EVBs for Experts - Forensic Document Examiners

(FDEs), Trained Novices (non-FDEs), and in a Two-Step Review process using non-FDEs
and FDEs.

- One constraint of this Study in not having access to the signature files from the County.

- Given the nearly 10x difference in EVBs to be cured between this Study and the County’s
actually number cured, if the County were to provide their signature files, an update to
this Study can be performed.
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ABSTRACT

. An initial Pilot Study was conducted using 499 EVB signature images that were randomly selected from
a database of 1,911,918 EVB envelope images from Maricopa in order to have a 95% Confidence Level
such that the real value would be within +4.4% Margin of Error of the measured value.[3]

« In that Pilot Study, six reviewers — 3 experts (Forensic Document Examiners — FDEs) and 3 trained
novices (non-FDEs) — who were presented pairwise images of signatures from the EVB envelope and a
genuine signature, ALL concurred 60 of the 499 (12%) EVBs to be signature mismatches.[3]

- The Pilot Study concluded that 229,430 EVBs should have been cured versus the “upwards of 25,000”
that Maricopa County reported cured.[3]

- Though the results from Pilot Study were compelling, it was decided an Extended Study should be
conducted using a much larger sample size.

[3] Ayyadurai, Shiva, “Irreconcilable Differences — Over 200,000 Mail Ballots With Mismatched Signatures Counted Without Being Reviewed (“Cured”) in Maricopa: First Study to
Calculate Signature Matching Rates to Provide a Quantitative Framework for Assessing Signature Verification of Mail Ballots,” Election Systems Integrity Institute (ESII),
Cambridge, MA, February 22, 2022,
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ABSTRACT

. This Study used an initial sample size of 2,770 — five times larger than Pilot Study - having a 99%
Confidence Level so the real value would be within £2.5% Margin of Error of the measured value to
perform a first set of analysis. This analysis is in the section marked “Analysis A.”

- This Study used a revised sample size of 2379 — after imposing additional constraints to ensure more
genuine signatures from the Deeds’ repository —having a 99% Confidence Level so the real value would

be within £2.7% Margin of Error of the measured value to perform a second set of analysis. This analysis
is in the section marked “Analysis B.”

. Specifically, in this update:

1) Additional constraints are applied to the original 2,770 data set with greater restrictions on the
name matching of signatures acquired from the Deeds repository.
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ABSTRACT

2) ALL pairwise signatures (290) wherein ALL six reviewers classified them to be No Match are
removed. When ALL six reviewers believe a set of pairwise signatures are NO MATCH, it could be
one of two possibilities: either the pair are indeed a NO MATCH or the genuine signature from
the Deeds’ repository is not genuine. Herein, the latter possibility is applied across all the 290.
This choice may lead to false negatives — pairwise sets with genuine signature being removed;

however, it significantly reduces the possibility for error i.e. the probability of this Study having
signatures which are not genuine.

3) Relative to point (2), some examples of false negative pairs that were removed but indeed had
genuine signatures are provided.
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ABSTRACT

. This Study found:

. |f Experts - Forensic Document Examiners (FDEs) — alone were used to review the EVBs, then at a
minimum 786,753 EVBs should have been cured or at a maximum 936,457 EVBs.

- If Trained Novices — non-FDEs — alone were used to review the EVBs, then at a minimum 344,528
EVBs should have been cured or at a maximum 544,897 EVBs.

. |If non-FDEs and FDEs BOTH were used to review the EVB signatures in a two-step process (non-
FDEs reviewing first, then FDEs), then at a minimum 215,856 EVBs should have been cured or at a
maximum 425,784 EVBs.

ELECTION SYSTEMS
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ABSTRACT

« The Study reveals that at minimum 215,856 early voting mail ballots (EVBs) should have been cured in
Maricopa versus the ~25,000 in the 2020 General Election.

- If the County were to provide its signature file used in the 2020 General Election, this study can not only

be updated but also enable our machine learning algorithms to perform a full analysis of all 1.9M+
EVBs.
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What Is Signature Verification?
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What Is Signature Verification?

. Signature verification is a multi-step process aimed to verify a signature based on review of two signatures
side-by-side: one being genuine, the other being questionable.

ELECTION SYSTEMS
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What Is Signature Verification?

. Signature verification is a multi-step process aimed to verify a signature based on review of two signatures
side-by-side: one being genuine, the other being questionable.

EVB EVB
Envelopes Envelope Images

- EVB envelopes are scanned to produce EVB envelope images

ELECTION SYSTEMS
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What Is Signature Verification?

. Signature verification is a multi-step process aimed to verify a signature based on review of two signatures
side-by-side: one being genuine, the other being questionable.

EVB EVB
Envelopes Envelope Images

Initial

Review

- EVB envelopes are scanned to produce EVB envelope images

- Initial Review consists of two steps:

ES I ELECTION SYSTEMS
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What Is Signature Verification?

. Signature verification is a multi-step process aimed to verify a signature based on review of two signatures
side-by-side: one being genuine, the other being questionable.

EVB
Envelopes

Signature on Mail Ballot Envelope Genuine Signature

EnvI

mp || HAoras Jeffenaon | | Thomas Jefferson

EVB envelopes are scanned to produce EVB envelope images

Initial Review consists of two steps:

- Trained Staff review 100% of all EVB envelope images following County’s procedures to determine if EVB signature
is @ Match or No Match with genuine signature on file

ES I ELECTION SYSTEMS
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What Is Signature Verification?

. Signature verification is a multi-step process aimed to verify a signature based on review of two signatures
side-by-side: one being genuine, the other being questionable.

EVB EVB
Envelopes Envelope Images No Match

B remma Initial .
“/9' Review ‘ Curing

1 Match
EVB Envelope is Opened

EVB envelopes are scanned to produce EVB envelope images

- Initial Review consists of two steps:

- Trained Staff review 100% of all EVB envelope images following County’s procedures to determine if EVB signature
is @ Match or No Match with genuine signature on file (takes 4 to 30 seconds)

- Any No Match is sent to Manager (with more expertise) to determine if it should be cured or not

ES I ELECTION SYSTEMS
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What Is Signature Verification?

. Signature verification is a multi-step process aimed to verify a signature based on review of two signatures
side-by-side: one being genuine, the other being questionable.

EVB EVB
Envelopes Envelope Images

A Initial
‘ ét Review

Confirmed as
No Match

— J “Bad Signawre”
& NOT Counted

No Match

‘ Curing
Match Confirmed
As Match
Ballot Sent
EVB Envelope is Opened ‘ for Tabulation

EVB envelopes are scanned to produce EVB envelope images

Ballot Deemed

- Initial Review consists of two steps:

- Trained Staff review 100% of all EVB envelope images following County’s procedures to determine if EVB signature
is @ Match or No Match with genuine signature on file (takes 4 to 30 seconds)

- Any No Match is sent to Manager (with more expertise) to determine if should it be cured or not
.« Curing includes review by bipartisan teams & contacting voter to determine if No Match Initial Review is a

“Bad Signature” or a Match
© 2022. Dr. Shiva Ayyadurai. All Rights Reserved. 23 ES I |E|\||-Fé:(;r|:|{|o-r§ |?\|YS§|-T-FL|J\4-E



Results of Signature Verification In Maricopa County
2020 General Election

Total Number of Voters Submitting EVBs 1,911,918
Maximum Number of EVBS that Were Cured by Maricopa 25,000*
Percentage Cured as a Total of All EVBs 1.31%

EVBs Determined to be “Bad Signatures” AFTER Curing 587
Percentage “Bad Signatures” as a Total of All EVBs 0.031%

Percentage “Bad Signatures” as a Total of EVBs Cured 2.3%

*County reported “upwards of 25,000” were cured. EchoMail in its earlier report [4] presented to the Arizona State Senate that it uncovered
17,322 duplicate EVB envelope images from17,126 unique voters. The County stated these duplicate images were an artifact of the curing
process, which means that 17,126 EVBs were cured. The County has yet to report the exact number of EVBs cured.

[4] Ayyadurai, Shiva, “Pattern Recognition Classification of Early Voting Ballot (EVB) Return Envelope Images for Signature Presence Detection:
An Engineering Systems Approach to Identify Anomalies to Advance the Integrity of U.S. Election Processes,” Presented to AZ State Senate,
September 24,2021.
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Methodology

- Step 1: Select a representative statistical sample from
population of 1,911,918 early voting mail ballots (EVBs) to

have a Confidence Level of 99% and a Margin of Error of
+2.5%;

- To achieve this, a Sample Size of 2,770 is selected

© 2022. Dr. Shiva Ayyadurai. All Rights Reserved. 26 E S I Fl\ll-gé:(;rl'!{?r’;‘ |?\JYS§|-T-FL|}4-§



Methodology

- Step 2: Organize a data set of 2,770 envelope signatures by
random sampling of Maricopa’s 1.9M+ EVB envelope images:

Ao

o

© 2022. Dr. Shiva Ayyadurai. All Rights Reserved.
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Methodology

- Step 3: Create data set of 2,770 genuine signatures matching
first, middle initial, and last name 2,770 envelope signatures:

- Genuine signatures are sourced from Maricopa’s publicly accessible
Deeds’ repository

. 2,770 Deeds’ genuine signatures are extracted

. |t should be noted that the source of genuine signatures used in this study
may be different from source of genuine signatures used by County; however,
experts in forensic document examination share that signatures from a Deeds
repository may likely be more valid given such signatures are Notarized

If the County provides the genuine signatures in their files for the 2,770
samples used herein, this Extended Study can be updated.

ELECTION SYSTEMS
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Methodology

- Step 4: Create pairwise dataset of 2,770 envelope signatures
and 2,770 genuine signatures

Signature on Mail Ballot Envelope Genuine Signature

frsan Gk || Tl ps

- Reviewer is given TWO choices: Match or No Match

ES | ELECTION SYSTEMS
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Methodology

- Step 5: Given the County did not provide their signatures on file to EchoMail,
additional constraints are applied to remove non-genuine signatures in the Deeds
repository from the original 2,770 data set. These constraints are: 1) restrictions on
name matching; and, 2) removal of pairwise signatures classified as No Match by ALL
Six reviewers as these are assumed conservatively not be a No Match but rather an
error in the signature acquired from the Deeds repository.

. Relative to (1), a combination of technology and human is employed to assess if the
person in Deeds repository is the person on the EVB envelope. This is done by
matching the first name, middle name/initial, and last name and address when needed
and if possible. The middle initial is essential to match (along with first and last name).
Close review was performed on the middle name/initial match. When that match is
found to be correct, it is accepted; otherwise, the address is then checked. If the

address does not match, then the signature is not used.

ELECTION SYSTEMS
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Analysis A: Initial Set of 2,770 Samples
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Experiment |
Determination of Signature Mismatching Rates of EVBs Using
Experts - Forensic Document Examiners (FDEs)
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Experiment |
Experts: Forensic Document Examiners (FDEs)

- Three FDEs were recruited and asked to apply their training
- Presented 2,770 pairwise images to review for no more than 30 sec
- Recorded each FDEs Match and No Match selections

- Calculate FDEs Pooled Consensus Signature Mismatch rate

ES I ELECTION SYSTEMS
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Experiment |
Experts: Forensic Document Examiners (FDEs)

“Pooled Consensus” means the probability out of how many times
among ALL three FDEs that the same pair of signatures associated
with an EVB is concluded to be a Match or a No Match.
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Experiment |
Experts: Forensic Document Examiners (FDEs)

- Three FDEs were recruited and asked to apply their training
- Presented 2,770 pairwise images to review for no more than 30 sec
- Step 1: Record each FDEs Match and No Match selections

. Step 2: Calculate FDEs Pooled Consensus Signature Mismatch rate

- For each pairwise signature set, across the 2,770 pairwise images,
calculate the probability that a FDE concludes it is a mismatch

- Determine the distribution of probabilities

- Determine the mean of the probabilities across the 2,770 to determine
the FDEs pooled consensus sighature mismatch rate
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Experiment |
Step 1 Results: Match and No Match Counts for FDEs

Signature Mismatch
FDEs Match No Match Rate (%)
FDE- | 801 1,969 71.1%
FDE-2 2,122 648 23.4%
FDE-3 1,317 1,453 52.5%
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Experiment |
Step 1 Results: Match and No Match Counts for FDEs

2500 -

2000

1500

® Match

B No Match
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Experiment |
Step 1 Results: Temporal Match and No Match Counts of FDEs

FDE1_C_P == FDE2 C_ P == FDE3 C_P
100.00%

75.00%

52.5%

23.4%
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Experiment |
Step 2 Results: Probability of an FDE classifying a particular EVB as mismatch*

Probability of FDE classifying EVB i as a No Match (3,)

100.00% | |

20.00% _, | A 00 1 |
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70.00% ' | |
60.00% | T
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=
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30.00% -
20.00% -

10.00% -

0.00%
1 72 143 214 285 356 427 498 569 640 711 782 853 924 9951066 1137 120812791350 14211492 1563 1634 17051776 1847 1918 19892060 21312202 2273 2344 24159486 9557 2628 26999770

EVBi

*Each bar denotes the “pooled consensus” —the probability out of how many times among ALL three FDEs
that the same pair of signatures associated with an EVB is concluded to be a Match or a No Match.
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Experiment |
Step 2 Results: FDE Pooled Consensus Signature Mismatch Rate, f = 48.98%

Probability of non-FDE classifying EVB i as a No Match (3;)
100.00% ‘ |

20-00% 1110 Wi T & LI T | 11 AR NI L | 1],
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60.00% - I ] | _ :

1 72 143 214 285 356 427 498 569 640 711 782 853 924 9951066 1137 120812791350 14211492 1563 1634 17051776 1847 1918 1989 2060 21312202 2273 2344 24152486 2557 2628 26992770

EVBi
_ #FDEs Agreeing pairwise signature is a mismatch
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Experiment |

Step 2 Results: Grouping of Pooled Consensus Probabilities of FDEs by Counts of Signature Pairs
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Experiment |
Result: FDEs Would Have Flagged 936,457 EVBs for Curing

Total Number of Voters Submitting EVBs 1,911,918
Maricopa Mismatch Rate Before Curing 1.31%
Maximum Number of EVBs Actually Cured 25,000
FDEs Pooled Consensus Signature Mismatch Rate 48.98%
Number of EVBs That Should Have Been Cured 936,457
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Experiment i
Determination of Signature Mismatching Rates of EVBs Using
Trained Novices — non-Forensic Document Examiners (non-FDEs)
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Experiment Il
Trained Novices: non-FDEs (non-Forensic Document Examiners)

- Three non-FDEs were given the County’s Signature Verification
Guiders):

® 8

ons Department

<|GNATURE VERIFICATION TRAINING

[5] Maricopa County Elections Department, “Signature Verification Training,” Powerpoint Presentation.
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Experiment li
Trained Novices: non-Forensic Document Examiners (non-FDEs)

- Three non-FDEs were recruited and asked to apply their training
- Presented 2,770 pairwise images to review for no more than 30 sec
- Recorded each non-FDEs Match and No Match selections

- Calculate non-FDEs Pooled Consensus Signature Mismatch rate

ES I ELECTION SYSTEMS
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Experiment |l
Trained Novices: non-Forensic Document Examiners (non-FDEs)

“Pooled Consensus” means the probability out of how many times
among ALL three non-FDEs that the same pair of sighatures
associated with an EVB is concluded to be a Match or a No Match.
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Experiment |l
Trained Novices: non-Forensic Document Examiners (non-FDEs)

- Three non-FDEs were recruited and asked to apply their training
.- Presented 2,770 pairwise images to review for no more than 30 sec
- Step 1: Record each non-FDEs Match and No Match selections

. Step 2: Calculate non-FDEs Pooled Consensus Signature Mismatch rate

- For each pairwise signature set, across the 2,770 pairwise images, calculate the
probability that a non-FDEs concludes it is a mismatch

- Determine the distribution of probabilities

- Determine the mean of the probabilities across the 2,770 to determine the non-
FDEs pooled consensus signature mismatch rate
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Experiment Il

Step 1 Results: Match and No Match Counts for non-FDEs

Non-FDEs Match No Match Sig“at;:tee"(';:)ma“h
non-FDE-I 2,129 64| 23.1%
non-FDE-2 1,906 864 31.2%
non-FDE-3 1,907 863 31.2%
@ ES]| ELECTION SysTEMS



Experiment i
Step 1 Results: Temporal Match and No Match Counts of non-FDEs

w= NFDE1_C_P == NFDE2 C P == NFDE3 C_P
100.00%

75.00%

50.00%

25.00%

23.1%
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Experiment Il
Step 2 Results: Probability of an non-FDE classifying a particular EVB as mismatch*

Probability of non-FDE classifying EVB i as a No Match (o.,)
100.00%

90.00% |
80.00% -
70.00% | J | | |
60.00% 1111

50.00% 1
40.00% -

30.00% - |
w iz

20.00%

y =

10.00%

0.00%
172 143 214 285 356 427 498 569 6A0 711 782 853 924 9951066 1137 1208 1279 1350 1421 1492 1563 1634 17051776 1847 1918 1989 2060 2131 2202 2273 2344 2415 9486 9557 2628 2699 2770

EVBi

*Each bar denotes the “pooled consensus” —the probability out of how many times among ALL three FDEs
that the same pair of signatures associated with an EVB is concluded to be a Match or a No Match.
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Experiment Il
Step 2 Results: non-FDE Pooled Consensus Signature Mismatch Rate, a = 28.5%

Probability of non-FDE classifying EVB i as a No Match (a,)

100.00%
90.00%

80.00%
70.00%
60.00%
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¥

‘llh

| \ {1l

1 72 143 214 285 356 427 498 569 A0 711 782 853 924 9951066 1137 1208 12791350 1421 1492 1563 1634 17051776 1847 1918 1989 2060 2131 2202 2273 2344 2415 2486 9557 2628 2699 2770

a; =

#nonFDEs Agreeing pairwise signature is a mismatch

3

2770

1
a_ﬁz; a; = 28.50%
i=
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Experiment Il

Step 2 Results: Grouping of Pooled Consensus Probabilities of non-FDEs by Counts of Signature Pairs
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% of non-FDEs Classifying Signature as No Match
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Experiment Il
Result: non-FDEs Would Have Flagged 544,897 EVBs for Curing

Total Number of Voters Submitting EVBs 1,911,918
Maricopa Mismatch Rate Before Curing 1.31%
Maximum Number of EVBs Actually Cured 25,000
non-FDE Pooled Consensus Signature Mismatch Rate 28.50%
Number of EVBs That Should Have Been Cured 544,897
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Determining Two-Step Review Signature Mismatch Rate
First Trained Novices (non-FDEs) Review, Then Experts (FDEs)
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Determining Two-Step Review Signature Mismatch Rate

* |n Maricopa, the Initial Review involved Trained Staff first assessing
pairwise signatures. If a No Match was detected by any one of
them, the EVB was sent to a Manager with greater expertise to
determine if indeed it was a No Match and needed to be cured.

* |n this Study, the non-FDEs are assumed to be equivalent to the
Trained Staff; and, the FDEs are assumed to be equivalent to the
Manager.

ELECTION SYSTEMS
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Determining Two-Step Review Signature Mismatch Rate

The goal is to determine the two-step review signature mismatch rate, Y, to determine
the number of EVBs that would have been sent to curing after the two-step process.

Review by Trained Staff Review by Manager
i.e. non-FDEs i.e. FDEs [E] * [Y]

[o] [B]

Where: [E] is unit vector of size 2,770 representing the pairwise signatures reviewed by each non-FDE
[a] is a vector of the pooled consensus mismatch rates a for each EVB,fori=1to 2,770
[E]-[a] is the total number of EVBs classified as No Match by non-FDEs
[B] is a vector of the pooled consensus mismatch rates B, for each EVB, fori=1to 2,770
[Y]is vector of joint probabilities [a]x[B] such that Y, is the joint probability that for EVB. the pooled
consensus of FDEs classified it as No Match after pooled consensus non-FDEs classified as No Match.
[E]-[Y] is the number of EVBs that the pooled consensus of FDEs classified as No Match after the pooled

consensus of non-FDEs classified as No Match.
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Calculation of EVBs Determined by non-FDEs to be No Match
[E]*[a]

1500

E]-[a]= 790 EVBs

1000
790 EVBs

790 EVBs flagged as No Match
by non-FDEs.

# of Signature Pairs

500

0 33% 66% 100%

% of non-FDEs Classifying Signature as No Match
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Calculation of [Y] = [a] x [B], the Joint Probability
Two-Step Review Signature Mismatch Rate

Joint Probability of FDE classifying EVB i as a No Match AFTER non-FDE classified as No Match (Y7,)
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EVBi
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Calculation of [Y] = [a] x [B], the Joint Probability
Two-Step Review Signature Mismatch Rate

Joint Probability of FDE classifying EVB i as a No Match AFTER non-FDE classified as No Match (Y?,)
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EVBi
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Yy = 2770 Z Vi =2227%
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Calculation of EVBs To Be Cured: [E]*[Y]

Use of Calculated Joint Probability Y to Determine Number of EVBs to Be Cured = 617 EVBs

2000
1500 1560
§ E]-[Y]= 617 EVBs
e
2 1000
g 617 EVBs would be flagged for curing.
% 617 EVBs These are the EVBs determined as
* as NO MATCH following FDE review
500 of EVBs flagged by non-FDEs as
NO MATCH.
0
0% 1% 22% 33% 44% 67% 100%
Joint Probability(%) of FDEs and non-FDEs Classifying Signature as No Match
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Two-Step Review Signature Mismatch Rate
Result: non-FDEs Would Have Flagged 544,897 EVBs for Curing

Total Number of Voters Submitting EVBs 1,911,918
Maricopa Mismatch Rate Before Curing 1.31%
Maximum Number of EVBs Actually Cured 25,000
Two-Step Review Signature Mismatch Rate 22.27%
Number of EVBs That Should Have Been Cured 425,784
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Analysis A Summary

. Maximum EVBs to be Maricopa
Measures I\::tr;‘?:/c;' Evg srteodbe Cured by Disallowed Disallowed
° “ Maricopa Post-Curing Post-Curing
Non-FDEs Pooled Consensus o
Analysis A — Expt | 28.50% 544,897 25,000 12,533 587
FDEs Pooled Consensus o
Analysis A - Expt I 48.98% 936,457 25,000 21,547 587
2-Step Pooled Consensus 22.27% 425,784 25,000 9,793 587

Analysis A
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Analysis A Summary

. If Experts - Forensic Document Examiners (FDEs) — alone were used to review the
EVBs, then 936,457 EVBs should have been cured.

. If Trained Novices — non-FDEs — alone were used to review the EVBs, then 544,897
EVBs should have been cured.

. |If non-FDEs and FDEs BOTH were used to review the EVB signatures in a two-step
process (non-FDEs reviewing first, then FDEs), then 425,784 EVBs should have been
cured.

- The original data for Analysis A including images is found in PDF:
- Analysis-A-Extended-Study.pdf

- The original date for Analysis A not including images is found in the XLS file:
- Analysis-A-Extended-Study.xls
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Additional Constraints for Updated Analysis
Application of Constraints to Remove Pairwise Signatures That
May Have Non-genuine Signatures from Deeds’ Repository
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Updated Analysis With Additional Constraints

- Specifically, in this update:

1) Additional constraints are applied to the original 2,770 data set with greater restrictions on the
name matching of signatures acquired from the Deeds repository. This removed 101 more
pairwise signatures.
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Updated Analysis With Additional Constraints
Determination of Number of EVBs ALL 6 Reviewers Flagged as NO MATCH

Number of Same EVBs that
ALL non-FDEs Agreed were No Match

582

ELECTION SYSTEMS
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Updated Analysis With Additional Constraints
Determination of Number of EVBs ALL 6 Reviewers Flagged as NO MATCH

363

Number of Same EVBs ALL non-FDEs
Agreed were No Match
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Updated Analysis With Additional Constraints
Determination of Number of EVBs ALL 6 Reviewers Flagged as NO MATCH

Number of Same EVBs that

ALL non-FDEs Agreed were No Match

582

290

Number of Same EVBs BOTH non-FDEs
and FDEs Agreed were No Match
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Updated Analysis With Additional Constraints

- Specifically, in this update:

1) Additional constraints are applied to the original 2,770 data set with greater restrictions on the
name matching of signatures acquired from the Deeds repository. This removed 101 more
pairwise signatures

2) ALL pairwise signatures (290) wherein ALL six reviewers classified them to be No Match are
removed. When ALL six reviewers believe a set of pairwise signatures are NO MATCH, it could be
one of two possibilities: the pair are indeed a NO MATCH or the genuine signature being used is
not genuine. Herein, the latter possibility is applied across all the 290. This choice may lead to false
negatives — pairwise sets with genuine signature being removed; however, it significantly reduces
likely error i.e. the probability of this Study having signatures which are not genuine.

3) After (1) & (2), 391 pairwise signatures were removed from the original data set of 2,770 to
create a new data set of 2,379.

4) Relative to point (2), some examples of pairwise signatures that are false negatives, which were
removed with a highly likely genuine signature from the 290 set are displayed in the next section.

ELECTION SYSTEMS
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Examples of False Negatives from 290 Set*

*The full set of 290 is in a PDF file named: No-Match-Set-of-290.pdf
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Example of False Negative

Pairwise Signature Removed from Set of 290 Where All 6 Reviewers Said No Match
But the Genuine Signature appears to be genuine give first name, middle initial, last
name, and address match

Signature on Mail Ballot Envelope Genuine Signature®™

*For the genuine signature the first name, middle initial, last and address match.
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Example of False Negative

Pairwise Signature Removed from Set of 290 Where All 6 Reviewers Said No Match
But the Genuine Signature appears to be genuine give first name, middle initial, last
name, and address match

Signature on Mail Ballot Envelope Genuine Signature®™

*For the genuine signature the first name, middle initial, last and address match.
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Example of False Negative

Pairwise Signature Removed from Set of 290 Where All 6 Reviewers Said No Match
But the Genuine Signature appears to be genuine give first name, middle initial, last
name, and address match

Signature on Mail Ballot Envelope Genuine Signature®™

*For the genuine signature the first name, middle initial, last and address match.
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Summary of Updated Analysis Constraints

After application of the constraints 101 were removed for name matching exceptions and
an additional 290 were removed for being flagged as NO MATCH by all six reviewers.

A total of 391 was removed from the 2,770 set reducing the sample size to 2,379.

This reduced sample size of 2,379 has a 99% Confidence Level so the real value would be
within £2.7% Margin of Error of the measured value.

The full set of 290 that were removed is in a PDF file named: No-Match-Set-of-290.pdf
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Analysis B: Reduce Set of 2,379 Samples
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Experiment |
Determination of Signature Mismatching Rates of EVBs Using
Experts - Forensic Document Examiners (FDEs)
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Experiment |
Experts: Forensic Document Examiners (FDEs)

- Three FDEs were recruited and asked to apply their training
- Presented 2,379 pairwise images to review for no more than 30 sec
- Recorded each FDEs Match and No Match selections

- Calculate FDEs Pooled Consensus Signature Mismatch rate
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Experiment |
Experts: Forensic Document Examiners (FDEs)

“Pooled Consensus” means the probability out of how many times
among ALL three FDEs that the same pair of signatures associated
with an EVB is concluded to be a Match or a No Match.
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Experiment |
Experts: Forensic Document Examiners (FDEs)

- Three FDEs were recruited and asked to apply their training
- Presented 2,379 pairwise images to review for no more than 30 sec
- Step 1: Record each FDEs Match and No Match selections

. Step 2: Calculate FDEs Pooled Consensus Signature Mismatch rate

- For each pairwise signature set, across the 2,379 pairwise images,
calculate the probability that a FDE concludes it is a mismatch

- Determine the distribution of probabilities

- Determine the mean of the probabilities across the 2,379 to determine
the FDEs pooled consensus sighature mismatch rate
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Experiment |
Step 1 Results: Match and No Match Counts for FDEs

Signature Mismatch
FDEs Match No Match Rate (%)
FDE- | 800 1,579 66.4%
FDE-2 2,084 295 12.4%
FDE-3 1,315 1,064 44.7%
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Experiment |
Step 1 Results: Match and No Match Counts for FDEs

2500
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B Match
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Experiment |
Step 2 Results: Probability of an FDE classifying a particular EVB as mismatch*

Probability of FDE classifying EVB i as a No Match (3,)
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80% 7

| I I il I
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EVBi

*Each bar denotes the “pooled consensus” —the probability out of how many times among ALL three FDEs
that the same pair of signatures associated with an EVB is concluded to be a Match or a No Match.
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Experiment |
Step 2 Results: FDE Pooled Consensus Signature Mismatch Rate, B =41.15%

Probability of non-FDE classifying EVB i as a No Match (3;)
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#FDEs Agreeing pairwise signature is a mismatch
i =
3

= 41.15%
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Experiment |

Step 2 Results: Grouping of Pooled Consensus Probabilities of FDEs by Counts of Signature Pairs
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Experiment |
Result: FDEs Would Have Flagged 786,753 EVBs for Curing

Total Number of Voters Submitting EVBs 1,911,918
Maricopa Mismatch Rate Before Curing 1.31%
Maximum Number of EVBs Actually Cured 25,000

FDEs Pooled Consensus Signature Mismatch Rate 41.15%
Number of EVBs That Should Have Been Cured 786,753
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Experiment i
Determination of Signature Mismatching Rates of EVBs Using
Trained Novices — non-Forensic Document Examiners (non-FDEs)
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Experiment Il
Trained Novices: non-FDEs (non-Forensic Document Examiners)

- Three non-FDEs were given the County’s Signature Verification
Guiders):

® 8

ons Department

<|GNATURE VERIFICATION TRAINING

[5] Maricopa County Elections Department, “Signature Verification Training,” Powerpoint Presentation.
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Experiment li
Trained Novices: non-Forensic Document Examiners (non-FDEs)

- Three non-FDEs were recruited and asked to apply their training
- Presented 2,379 pairwise images to review for no more than 30 sec
- Recorded each non-FDEs Match and No Match selections

- Calculate non-FDEs Pooled Consensus Signature Mismatch rate
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Experiment |l
Trained Novices: non-Forensic Document Examiners (non-FDEs)

“Pooled Consensus” means the probability out of how many times
among ALL three FDEs that the same pair of signatures associated
with an EVB is concluded to be a Match or a No Match.
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Experiment |l
Trained Novices: non-Forensic Document Examiners (non-FDEs)

- Three non-FDEs were recruited and asked to apply their training
.- Presented 2,379 pairwise images to review for no more than 30 sec
- Step 1: Record each non-FDEs Match and No Match selections

. Step 2: Calculate non-FDEs Pooled Consensus Signature Mismatch rate

- For each pairwise signature set, across the 2,770 pairwise images, calculate the
probability that a non-FDEs concludes it is a mismatch

- Determine the distribution of probabilities

- Determine the mean of the probabilities across the 2,770 to determine the non-
FDEs pooled consensus signature mismatch rate
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Experiment Il

Step 1 Results: Match and No Match Counts for non-FDEs

Non-FDEs Match No Match Sig“at;:tee"(';:)ma“h
non-FDE-I 2,078 301 12.7%
non-FDE-2 1,899 480 20.2%
non-FDE-3 1,871 508 21.4%
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Experiment Il
Step 2 Results: Probability of an non-FDE classifying a particular EVB as mismatch*

Probability of non-FDE classifying EVB i as a No Match (o.,)
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EVBi

*Each bar denotes the “pooled consensus” —the probability out of how many times among ALL three FDEs
that the same pair of signatures associated with an EVB is concluded to be a Match or a No Match.
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Experiment Il
Step 2 Results: non-FDE Pooled Consensus Signature Mismatch Rate, a = 18.02%

Probability of non-FDE classifying EVB i as a No Match (a,)

100.00% -

90.00%

80.00%

70.00%

60.00%
I

50.00% -
40.00% - | |
30.00% -
20.00% -
10.00% -

0.00% -
1 83 165 247 329 411 493 575 657 739 821 903 985 1067 1149 1231 1313 1395 1477 1559 1641 1723 1805 1887 1969 2051 2133 2215 2297 2379
EVBi

1| 1 | 18.02%

#nonFDEs Agreeing pairwise signature is a mismatch
3

a; =

2379

1
a =m Zl a; = 18.02%
=
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Experiment Il

Step 2 Results: Grouping of Pooled Consensus Probabilities of non-FDEs by Counts of Signature Pairs

1500

@ 1000
[
a
<)
3
(1)
c
2
n
S 500
3

0

0 0.33 0.67 1
% of non-FDEs Classifying Signature as No Match
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Experiment Il
Result: non-FDEs Would Have Flagged 344,528 EVBs for Curing

Total Number of Voters Submitting EVBs 1,911,918
Maricopa Mismatch Rate Before Curing 1.31%
Maximum Number of EVBs Actually Cured 25,000
non-FDE Pooled Consensus Signature Mismatch Rate 18.02%
Number of EVBs That Should Have Been Cured 344,528
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Determining Two-Step Review Signature Mismatch Rate
First Trained Novices (non-FDEs) Review, Then Experts (FDEs)
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Determining Two-Step Review Signature Mismatch Rate

* |n Maricopa, the Initial Review involved Trained Staff first assessing
pairwise signatures. If a No Match was detected by any one of
them, the EVB was sent to a Manager with greater expertise to
determine if indeed it was a No Match and needed to be cured.

* |n this Study, the non-FDEs are assumed to be equivalent to the
Trained Staff; and, the FDEs are assumed to be equivalent to the
Manager.
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Determining Two-Step Review Signature Mismatch Rate

The goal is to determine the two-step review signature mismatch rate, Y, to determine
the number of EVBs that would have been sent to curing after the two-step process.

Review by Trained Staff Review by Manager
i.e. non-FDEs i.e. FDEs [E] * [Y]

[o] [B]

Where: [E] is unit vector of size 2,379 representing the pairwise signatures reviewed by each non-FDE
[a] is a vector of the pooled consensus mismatch rates a, for each EVB,fori=1to 2,379
[E]-[a] is the total number of EVBs classified as No Match by non-FDEs
[B] is a vector of the pooled consensus mismatch rates B, for each EVB, fori=1to 2,379
[Y]is vector of joint probabilities [a]x[B] such that Y, is the joint probability that for EVB. the pooled
consensus of FDEs classified it as No Match after pooled consensus non-FDEs classified as No Match.
[E]-[Y] is the number of EVBs that the pooled consensus of FDEs classified as No Match after the pooled

consensus of non-FDEs classified as No Match.
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Calculation of EVBs Determined by non-FDEs to be No Match
[E]*[a]

1500

E]-[a]= 429 EVBs
@ 1000
E 429 EVBs flagged as No Match
g by non-FDEs.
2
5 500
° 0 0.33 0.67 1
% of non-FDEs Classifying Signature as No Match
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Calculation of [Y] = [a] x [B], the Joint Probability
Two-Step Review Signature Mismatch Rate

Joint Probability of FDE classifying EVB i as a No Match AFTER non-FDE classified as No Match (Y,)*

70.00% 1

30.00% 1! ! I ' ’

20.00% - I | “

UL IR | (G b A

10.00% -

0.00% -
1 83 165 247 329 411 493 575 657 739 821 903 985 1067 1149 1231 1313 1395 1477 1559 1641 1723 1805 1887 1969 2051 2133 2215 2297 2379

EVBi

*Mismatch rate does not exceed ~67%
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Calculation of [Y] = [a] x [B], the Joint Probability
Two-Step Review Signature Mismatch Rate

Joint Probability of FDE classifying EVB i as a No Match AFTER non-FDE classified as No Match (Y?,)

70.00% 7

4 ‘“[
v |

A“ﬂ, | ‘ x‘ ala ‘,‘ l, ‘ : | g I | .
i il [ LU LA 8 L L 11.29%

4 |1 |

1 83 165 247 329 411 493 575 657 739 821 903 985 1067 1149 1231 1313 1395 1477 1559 1641 1723 1805 1887 1969 2051 2133 2215 2297 2379
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Calculation of EVBs To Be Cured: [E]*[Y]

Use of Calculated Joint Probability Y to Determine Number of EVBs to Be Cured = 269 EVBs

2000
1500 1560
§ E]-[Y]= 269 EVBs
o
2 1000
g 269 EVBs would be flagged for curing.
% 269 EVBs These are the EVBs determined as
* as NO MATCH following FDE review
500 of EVBs flagged by non-FDEs as
NO MATCH.
0
0% 1% 22% 33% 44% 67% 100%
Joint Probability(%) of FDEs and non-FDEs Classifying Signature as No Match
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Two-Step Review Signature Mismatch Rate
Result: non-FDEs Would Have Flagged 215,856 EVBs for Curing

Total Number of Voters Submitting EVBs 1,911,918
Maricopa Mismatch Rate Before Curing 1.31%
Maximum Number of EVBs Actually Cured 25,000
Two-Step Review Signature Mismatch Rate 11.29%
Number of EVBs That Should Have Been Cured 215,856
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Analysis B Summary

. Maximum EVBs to be Maricopa

Measures I\::tr;‘?:/c;' Evg srteodbe Cured by Disallowed Disallowed

° “ Maricopa Post-Curing Post-Curing
Plon-FDEs Pooled Consensus 18.02% 344,528 25,000 18,025 587

nalysis B — Expt |
FDEs Pooled Consensus o

Analysis B — Expt |l 41.15% 786,754 25,000 7,924 587
2-Step Pooled Consensus 11.29% 215,856 25,000 4,965 587

Analysis B
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Analysis B Summary

. If Experts - Forensic Document Examiners (FDEs) — alone were used to review the
EVBs, then 786,753 EVBs should have been cured.

. If Trained Novices — non-FDEs — alone were used to review the EVBs, then 344,528
EVBs should have been cured.

. |If non-FDEs and FDEs BOTH were used to review the EVB signatures in a two-step
process (non-FDEs reviewing first, then FDEs), then 215,856 EVBs should have been
cured.

- The original data for Analysis B including images is found in PDF:
» Analysis-B-Extended-Study.pdf

- The original date for Analysis A not including images is found in the XLS file:
- Analysis-B-Extended-Study.xls
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Discussion
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Discussion
Summary Analysis

. In Maricopa County, 1,911,918 early voting mail ballots (EVBs) were received and counted
- The County reported 1.31% of all EVBs or 25,000 EVBs had signature mismatches requiring curing
- The County reported that 0.031% of all EVBs or 587 EVBs were confirmed mismatches post-curing

ELECTION SYSTEMS
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Discussion

Potential Scenarios of Signature Mismatch Rates

Measures MR:;‘?:/:)" Evg:rteodbe “é'j:(::::‘ E:gfl;:::l Dhézlicc)s\?:d

Maricopa Post-Curing Post-Curing
Z::I'VZ?SEZ 5‘:};:' consensus 28.50% 544,897 25,000 12,533 cg7
f\‘;gf’y‘;’i‘;‘;{‘i"Efgt“ e 48.98% 936,457 25,000 21,547 587
f\'nsatley':i: Z°'ed Consensus 22.27% 425,784 25,000 9,793 cg7
Z:;‘I'y'i?f; E"E‘)’(':td, Consensus 18.02% 344,528 25,000 18,025 cg7
Zﬁgfy':ge_dégﬁf nsus 41.15% 786,754 25,000 7.924 587
f\'nsatley':i: g°'ed Consensus 11.29% 215,856 25,000 4,965 cg7
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Discussion

Potential Scenarios of Signature Mismatch Rates

Measures MR:Z?:/:)" Eng rteodbe I\(/?Ij :(:: lI;:/n II;:LI:\TI;?N:E Dl\i,;znilicc)&?:d

Maricopa Post-Curing Post-Curing
Analvsis A 5‘3';:' consensus 28.50% 544,897 25,000 12,533 587
Zﬁgfy';z‘zﬁf;: e 48.98% 936,457 25,000 21547 587
f\'nsatley':i: Z°'ed Consensus 22.27% 425,784 25,000 9,793 cg7
non I'yFS?SE; EC’E‘)’(':tdI Consensus 18.02% 344,528 25,000 18,025 cg7
Zﬁgfy';zﬁe_dégﬁf nsus 41.15% 786,754 25,000 7.924 587

2-Step Pooled Consensus

11.29%

215,856

Analysis B
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Discussion
Summary Analysis

. In Maricopa County, 1,911,918 early voting mail ballots (EVBs) were received and counted

- The County reported 1.31% of all EVBs or 25,000 EVBs had signature mismatches requiring curing
- The County reported that 0.031% of all EVBs or 587 EVBs were confirmed mismatches post-curing
. As the results show, a minimum of 215,856 +2.7% EVBs should have been cured

- Based on this Extended Study that yields a minimum signature mismatching rate of 11.29% and the
County’s post-curing rate of 2.3%, 4,965 EVBs at minimum would have been disallowed

- In this Extended Study, genuine signatures were acquired from a Maricopa Deeds’ repository.
Given signatures do change over time, this Study could be updated using the County’s genuine
signatures used during their signature verification in the 2020 General Election.

- The results herein are based on using the minimum signature mismatch rate AND assumes that
the County’s 2.3% post-curing numbers are accurate.
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Conclusion
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Conclusion

- Maricopa County Election Dept. states it has a “rigorous signature
verification process.”

- Of the 1,911,918 EVB signatures verified, the County reported only 25,000
were flagged as sighature mismatches requiring review — “curing;” and after
curing, the County concluded only 587 of the 25,000 (2.3%) to be “Bad

Signatures.”
- This Extended Study confirms the findings of the earlier Pilot Study and

concludes that the process used for signature verification in Maricopa is a
flawed signature verification process.
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Conclusion

- The Extended Study found if FDEs alone were used to review the EVB sighatures, then at a
minimum 786,754 EVBs would have found to have mismatched signatures and sent to

curing.

. |If non-FDEs alone were used to review the EVB signatures, then at a minimum 344,528
would have found to have mismatched signatures and sent to curing.

. If non-FDEs and FDEs BOTH were used to review the EVB signatures in a two-step process
(non-FDEs reviewing first, then FDEs), then at a minimum 215,856 EVBs would have found

to have mismatched signatures and sent to curing.

- One constraint of this Study in not having access to the signature files from the County.

- Given the nearly 10x difference in EVBs to be cured between this Study and the County’s
actually number cured, if the County were to provide their signature files, an update to

this Study can be performed.
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Future Research and Questions
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Future Research and Questions

- Why did Maricopa County report “up to 25,000” were cured? What is the exact number of cured EVBs?

- There should be at least two (2) EVB envelope images for each EVB that was cured. According to Maricopa
when an EVB is cured, a copy of the original EVB envelope is copied, stamped “MCTEC VERIFIED &
APPROVED,” and an image is made.

- EchoMail found from its original September 2021 research, presented to the AZ Senate, that 17,126 unique
voters had at least two (2) EVB envelope images. This means only 17,126 not “up to 25,000” were cured.
Further research is needed is required to resolve this matter.

- One area of Future Research is to review ALL EVB envelope images that contain a “MCTEC VERIFIED &
APPROVED” stamp and validate if the number containing those stamps match the total count cured

- Why does the County in its Signature Verification Guide train reviewers to allow any EVB envelope that has
“MCTEC VERIFIED & APPROVED” stamp? How can a EVB envelope have such a stamp BEFORE curing?

- There are many guestions on how signature matching rates are affected by training and context, which
should be actively explored.

« A future study is planned providing an economic analysis of signature verification and review.
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ESI INTEGRITY INSTITUTE AN EXTENDED STUDY - Redacted

Extended Study Confirms At Minimum Over 200,000 Mail
Ballots With Mismatched Signatures Counted Without Review
(“Curing”) in Maricopa County, Arizona 2020 General Election
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